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Abstract: Tremendous developments in integrated circuit technology, wireless 

communication systems, and personal assistant devices have fuelled growth of Internet of 

Things (IoT) applications and smart cards. The security of these devices completely 

depends upon the generation of random and unpredictable digital data streams through 

random number generator. Low quality, low throughput, and high processing time are 

observed in software-based pseudo-random number generator due to interrelated data or 

programs and serial execution of codes respectively. In this paper, FPGA implementation 

of low power true random number generator through ring oscillator for IoT applications and 

smart cards is presented. Ring oscillators based on higher jitter and sampling techniques 

were exploited to present true random number generator. Further statistical parameters of 

the generated data streams are enhanced through feedback mechanism and post-processing 

technique. The presented true random number generator technique does not depend on the 

characteristics of a particular FPGA. The presented technique consumes low power, 

requires low hardware footprints and passes the entire National Institute of Standards & 

Technology (NIST) 800-22 statistical test suite. The presented low power and area true 

random number generator with enhanced security through post-processing unit may be 

applied for encryption/decryption of data in IoT and smart cards. 
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1 Introduction1 

NTERNET of Things and smart cards finds 

application in all the areas of consumer electronics, 

banking and non-banking financial transactions, health 

care, toll collections, wireless communication systems, 

etc. A tremendous development in integrated circuit 

technology, wireless communication systems and 

personal assistant devices has fuelled growth of IoT 

applications and smart cards. The complete success of 

IoT and smart cards entirely depends upon the low 

power and area requirements of the devices and systems 

without sacrificing on the security of the data or 
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information. Also, extended use of smart cards such as 

memory cards (SD cards) is more vulnerable to attacks 

and has elevated security concerns to satisfy the 

requirements of security of information. The security of 

these devices completely depends upon the generation 

of random and unpredictable digital data streams 

through random number generator [1-3]. It is essential 

to employ the best quality random number generator 

that ensures the security of data in IoT and smart cards 

applications without sacrificing the intended properties 

such as low power and area [4-6]. 

   Random number generator finds application in 

cryptography, communication, industrial 

instrumentation and measurements, Monte Carlo 

simulations, random padding, mobile and computer 

games, laboratory testing, to determine optimal input 

random variables for applying evolutionary algorithms 

for characteristics of the network [7], etc. It employs the 

random process through a source of unpredictability 

such as noise which is extracted, amplified and 

digitized. Low quality, low throughput and high 
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processing time are observed in software based pseudo-

random number generators (PRNGs) due to interrelated 

data or programs and serial execution of codes 

respectively [8, 9]. Field programmable gate 

array (FPGA) has appeared to be advantageous for the 

implementation of true random number 

generator (TRNGs) due to its inherent structure that 

supports parallelism and bitwise operations. 

Metastability and jitter offer the desired randomness in 

FPGA dues its resource-restricted environment that does 

not include analog blocks and digital to analog 

converters on board. Also, it is preferred to design 

TRNGs which does not depend on the technology 

employed for the manufacturing of FPGA and allows 

portability over all devices. Thus the design of TRNGs 

in FPGA is more challenging which needs to adhere to 

low power and area requirements without sacrificing on 

statistical quality of generated numbers. 

   In this paper, FPGA implementation of low power 

true random number generator through ring oscillator 

for IoT applications and smart cards is presented. Ring 

oscillators based on higher jitter and sampling 

techniques are exploited to present TRNGs. Further 

statistical parameters of the generated data stream are 

enhanced through the feedback mechanism and post-

processing technique. The presented TRNG technique 

does not depend on the characteristics of a particular 

FPGA. The presented technique consumes low power, 

requires low hardware footprints and passes the entire 

NIST 800-22 statistical test suite. The presented low 

power and area TRNG with enhanced security through 

post-processing may be applied for 

encryption/decryption of data in smart cards and IoT. 

Mathematical model, modeling through VHDL, 

implementation on Virtex 5 XC5VLX20T & Spartan 3E 

Board FPGA devices, and experimental results are 

discussed. 

 

2 Related Work 

   In [1] a true random number generator (TRNG) using 

modern FPGAs through utilizing dynamic partial 

reconfiguration (DPR) capabilities for varying the 

digital clock manager (DCM) modeling parameters was 

proposed. DPR facilities are available with Xilinx clock 

management tiles (CMTs) that contain a dynamic 

reconfiguration port (DRP) which allows DPR to be 

accomplished. DPR can be performed by much simpler 

means in Xilinx but not in an Altera FPGAs that clearly 

advocates importability. Threats that may originate due 

to the availability of DPR at IoT nodes were analyzed 

and a possible solution technique based on Physically 

Unclonable Function (PUF) circuits was proposed 

in [9]. In [10] numerous methods to implement PRNGs 

in FPGAs using oscillator rings based on inverters were 

analyzed and its sampling frequency was determined. It 

consists of an oscillator ring with 3 NOT gates which 

achieved a sampling frequency of 300 MHz, such 16 

oscillator rings were realized. Thus true randomness 

was observed in the circuit using 48 inverters, 17 D flip 

flops (DFFs), 31 XORs, and about 100 routing 

resources. Numerous researchers have proposed LUT 

and shift registers based TRNG with the help of first in 

first out shift register (FIFO SR), parallel in parallel out 

shift register (PIPO SR) quadratic residue block and 

XOR gates connection block [11-13]. It was 

demonstrated that LUT-FIFO TRNG uses RAM blocks 

available in FPGA to generate high quality random bit 

streams. Also, LUT-SR TRNGs do not generate good 

quality random bitstreams as compared to LUT-FIFO 

TRNGs [3]. Chaotic non-linear systems exhibit random-

like behaviors that can be exploited for the generation of 

random numbers but most of these are found to be 

insecure [14-16]. Two issues in chaotic TRNGs were 

addressed in [17] first is the effects of finite precision in 

all processors that causes a chaotic system to degenerate 

into a periodic function and second one is the lack of 

sufficient evaluation criteria. However, these generators 

are slower and complex in structure. A random 

generator based on the logistic was proposed in [18], so 

as to improve statistical properties through dynamically 

changes in its chaotic parameter. It clearly demonstrates 

that better randomness than other generally 

implemented PRNGs / TRNGs such as a 32-order linear 

feedback shift register (LFSR) or a FIFO. However, it is 

observed that the complexity involved is much more 

which results in lower throughput and higher power 

dissipation [19, 20]. Therefore chaos-based TRNGs / 

PRNGs may not be applied in limited power 

applications such as IoT and smart cards. It is very 

much essential to propose low power and reliable 

TRNGs/PRNGs that satisfies all security concerns and 

protects information/data. 

 

3 Proposed True Random Number Generator 

   TRNG circuit using beat frequency detection (BFD) 

was demonstrated in [21] that consists of high and low-

frequency oscillators X and Y respectively, D flip flop 

and counter depicted in Fig. 1. Beat frequency interval 

between two oscillators high-frequency X and low-

frequency Y, the output of D flip flop is logic ‘1’ for 

random intervals.  Therefore the counter generates 

random bitstreams due to random beat frequency 

internals depicted in Fig. 1. However, the BFD circuit, 
 

 
Fig. 1 TRNG BFD architecture [21]. 
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if implemented using FPGA may result in variable 

count due to placement and routing of oscillators with 

an equal number of inverters. Randomness completely 

depends upon the difference in the frequency of 

oscillators X & Y and resultant jitter. Ring oscillators 

based on inverters are most suitable for low power and 

area applications and are robust to 1/f noise [4]. 

 

3.1 Architecture for Proposed TRNG 

   The proposed architecture consists of two ring 

oscillators X and Y with center frequencies selected 

arbitrarily, XOR gates, D flip flop, synchronous 

counter, and post-processing unit depicted in Fig. 2. 

   The center frequencies of the oscillator X and Y can 

be selected so that they are not integer multiple of the 

clock frequency. 
 

  .clock ocsxF m F  (1) 

  .clock ocsyF n F  (2) 

oscx ocsyF F  (3) 
 

where Fclock, Focsx, and Focsy are frequencies of the input 

clock, oscillator X and oscillator Y signals respectively 

and integer m, n = 0, 1, 2, 3, 4, … 

   The schematic exploited to implement oscillator X is 

depicted in Fig. 3. It consists of series and parallel 

connections of programmable inverters through EXOR 

gate. The output of the oscillator can be periodically 

changed through a control pin named alt. The simulated 

output of the oscillator X using Xilinx ISE 14.2 is 

illustrated in Fig. 4. It clearly shows the change in the 

output of the oscillator X by changing the logic at alt 

pin. It also demonstrates that after placement and 

routing of the oscillator X in FPGA, the output is 

random. It is applied as a seed value to the D flip flop 

and counter to generate a random sequence of better 

statistical quality. 

   The use of series and parallel connections of 

programmable inverters through EXOR gate as 

compared to directly connected serial inverters results in 

the following merits. Firstly, it consists of several loops 

which result in wired OR logic that brings into 

metastability. Secondly, placement and routing of these 

EXOR gates every time with few differences may result 

in changes in oscillation. Finally, larger jitter may be 

achieved through placement and routing which 

enhances randomness. Asynchronous modulo 8 counter 

using T flip flop was implemented to reduce the clock 

frequency at the output of oscillator Y. D flip flop resets 

the 32-bit synchronous counter randomly whenever the 

output of oscillator X is logic 1 and at positive edge of 

the clock signal obtained from asynchronous counter 

alias oscillator Y. Asynchronous counter was selected 

over the synchronous counter since it generates glitches 

that add to the randomness by resetting D flip flop and 

counter. Post-processing unit is a post-digital processor 

that improves the statistical properties of the random 

number and enhances randomness. The architecture of 

the post-processing unit is depicted in Fig. 5, which 

consists of 32-bit linear feedback shift registers and four 

nonlinear functions. It is used to enhance 

unpredictability and reduces the correlation coefficient 

 

  
Fig. 2 Proposed PRNG architecture. Fig. 3 Schematic of oscillator X through programmable EXOR gate. 

 

 
Fig. 4 Output of oscillator X that can be changed using alt. 

 

 

 
i = 4 to 31 

Fig. 5 Architecture of post processing unit. 
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Fig. 6 Feedback mechanism. 

 

 

 
Fig. 7 Simulation result of proposed TRNG. Fig. 8 Test setup. 

 
Table 1 Resource utilization summary. 

Logic utilization 
Used 

Virtex 5 Spartan 3E board 

Number of slice registers 20 20 

Number of slice LUTs 29 29 

Number of fully used LUT-FF pairs 20 20 

Number of bonded IOBs 18 18 

Power dissipation at 50 MHz [mW] 

Static 112.5 108.25 

Dynamic 43.75 42.55 

Total 156.25 150.8 

 

of the generated output random numbers. Furthermore, 

the feedback signal from the generated random number 

is obtained to add metastability in oscillator X. 

Feedback mechanism function is depicted in Fig. 6. 

Entire architecture was directed towards obtaining low 

power dissipation for IoT and smart card applications 

without sacrificing on security and statistical properties 

of the sequence. The functionality of the design was 

demonstrated and verified using FPGA. Further, it 

forms the basis of ASIC implementation which can be 

undertaken in the future with adjoining circuitry. 

 

4 Results and Discussion 

   The functional or logical verification of the proposed 

TRNG was simulated using Xilinx ISE 14.2 software 

platform using VHDL and implemented on Spartan 3E 

Board XC3S500E-4FG320 and Virtex 5 XC5VLX20T 

FPGA devices. The random number generated after 

simulation of the proposed TRNG architecture is 

demonstrated in Fig. 7 and test setup is shown in Fig. 8. 

It was observed that hardware resources required for 

Virtex 5 and Spartan 3E board were almost the same. 

Thus the total hardware requirement in terms of FPGA 

resources was comparatively less and bears low 

hardware footprints. Moreover variations in placement 

and routing of oscillator X and feedback mechanism 

generates random bit streams in FPGA that can be most 

useful in IoT and smart cards devices. Table 1 depicts 

the resource utilized by the FPGA devices and its 

corresponding power dissipation. The 16-bit random 

numbers generated with mean and entropy of 32355 

and 15.1 respectively. The NIST 800-22 [22] statistical 

performance of the TRNG from the implemented circuit 

is illustrated in Table 2. An experimental result 

demonstrates randomness properties of the TRNG 

circuit low hardware resources and power dissipation. 

The comparison of proposed TRNG with recently 

implemented TRNG using coherent sampling with self-

timed rings [2], beat frequency oscillators [23], and 

modified ring oscillators [24] is illustrated in Table 3. 

Hardware complexities are categories as low 

complexities: easily implemented, medium 
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Table 2 NIST 800-22 statistical parameters summary. 

Parameters at 50 MHz Values 

Max count 64307 

Min count 403 

FFT 0.365 

Normalized Frequency 0.91 

Mean 32355 

Entropy 15.1 

Overlapping template 0.21 

Non-overlapping template 0.79 

Random excursions 0.928 
 

Table 3 TRNG comparison. 

Parameters [2] [23] [24] Our work 

LUTs 32 50 160 29 

Registers 48 33 19 20 

Approximate entropy 0.998 0.931 0.9825 0.973 

Complexities Medium Low Low Low 

Portability Yes Yes Yes Yes 

Tunability No Yes No Yes 

Throughput [Mb/s] 4 5- 25 4 5 – 25 
 

 

complexities: uses PLL, DCM, analog blocks and high 

complexities: manual placement and routing [1]. 

 

5 Conclusion 

   FPGA implementation of low power true random 

number generator through ring oscillator for IoT 

applications and smart cards is presented. Its 

implementation using Spartan 3E Board and Virtex 5 

FPGA devices is demonstrated for verification and 

authenticity of the circuit. Series and parallel 

combination of programmable inverters through EXOR 

gate is proposed that adds to metastability, jitter and 

randomness. Feedback mechanism from the generated 

random number enhances metastability in oscillator X 

and minor changes in placement and routing further aids 

randomness among various devices. The presented 

technique consumes low power, requires low hardware 

footprints and passes the entire NIST 800-22 statistical 

test suite. Further, it forms the basis of ASIC 

implementation which can be undertaken in the future 

with adjoining circuitry. 
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